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Abstract— We presenta network architecture, DTNLite,
for reliable messagedelivery in sensornetworks facing prob-
lems of high mobility , fr equent disconnectionsand unreliable
nodes. It is basedon the DTN( Delay Tolerant Networking)
architecture and its main features are asynchronous mes-
sagedelivery combined with custody transfer on an overlay
network of sensor motes. We present an implementation of
this architecture for the TinyOS platform targeting data
collection applications. We also explore the various issuesin
reliablecustodytransfer and investigatethe particular issueof
queryingandselectionof custodyhopsin detail. Our simulation
results show that selectioncriteria that use energy or delay
as metrics are able to pro�tably exploit asymmetries in the
network.

I . INTRODUCTION AND MOTIVATION

Wireless sensor networks are a cost effective, dis-
tributed solution, providing sensingand computingsolu-
tionsin variousenvironmentswhereconventionalnetworks
are impractical.This paperaddressesthe designof system
supportfor reliabledatadelivery in sensornetworks facing
challengessuch as sparseconnectivity, high degree of
mobility, �ak y nodesandunreliablelinks. However thekey
questionsare why reliability, why challengedsensor-nets,
andwhy reliability in challengedsensor-nets?

Unlike traditional networks, reliability in sensornet-
works is still an open researchquestion.There has been
little amountof work on thedesignof reliabledeliverypro-
tocols,and most of the existing solutionsare application-
speci�c. However, assensornetworksbecomeubiquitously
deployed, we can imagine a large class of applications
where reliable delivery is required. A good example is
network reprogrammingof sensornodes,wherethereliable
delivery of every singlebyteof codeis necessary. Reliable
and timely delivery of emergency eventsis another.

The majority of current solutions for sensor nets
assumehigh connectivity degrees,manageablemobility
and low error rates.However, few real environmentscan
have suchwell-controlledparameters,andproviding these
propertiesrequireslarge numbersof nodes,and important
energy consumption.Covering extendedsensingareasis
achievable by tolerating smaller node density, and main-
taining a long lifetime recommendssmall on-times.All
theseare reasonsfor exploring solutions for challenged
networks.

I I . RELATED WORK

In this section we provide a brief survey or related
work in the areasof reliable data delivery in sensorand
delay tolerantnetworking.

Ef�cient transportprotocols to provide reliable data
delivery in sensornetworks have beenproposedin [9] and
[8].

In [8], authors introduce RMST, a transport pro-
tocol that provides guaranteeddelivery and fragmenta-
tion/reassemblyfor applicationsthat require them. RMST
is a selective NACK-basedprotocolthat canbe con�gured
for in-network cachingand repair. Somenumberperform
messagereassembly, issuingrepair requestto the previous
nodesin the path.

In [9], the PumpSlow Fetch Quickly protocol is pre-
sented,whereeachnodeperformsaspecialtypeof message
reassembly. That is, nodescanimmediatelyforward to the
next hop fragmentsif they arereceived in order. However,
assoonasthey receive anout-of-orderfragment,they issue
a repairrequest,andbuffer the out-of-orderfragmentuntil
the missing fragmentis obtainedand relayed.Nodesare
thus performing fragment ordering. The repair requests
are answeredby previous nodes in the path that use
fragmentcaches.PSFQtargetsa small delay, comparable
to forwarding approaches,combinedto the reliability and
small number of retransmissionsspeci�c to hop-to-hop
store-and-forward.

Delay Tolerant Networking is an emerging �eld that
attemptsto develop a networking architecture[2] and phi-
losophyrevolving aroundasynchronousmessagedelivery
with custody transfer for networks that are subject to
long delays and/or frequent disconnectionsthat rule out
contemporaneousend-to-endconnections.The architecture
operatesas an overlay above the transportlayers of the
networksit interconnects,andprovideskey servicessuchas
in-network datastorageand retransmission,inter-operable
naming, authenticatedforwarding and a coarse-grained
classof services.Someof theissuesinvolvedin thecustody
transferhandshake and duplicategenerationare dicussed
in [3].

I I I . DESIGN DECISIONS

In this work, we explore achieving reliabile delivery
using acknowledgementsand retransmissions.The best
possiblesolution is the one that makes the most ef�cient
use of retransmissionsand storage(involatile and non-
volatile memory).The end-to-endargumentdictatesend-
to-endacknowledgmentas the only true answersfor reli-
ability. However, adding functionality at the intermediary
hopscansigni�cantly increaseef�ciency.

Packets can be retransmittedat each hop, at some
numberof intermediatehops,or only at the source.Each



packet can be acknowledged independently, or selective
acknowledgmentapproachescanbe used.

However, traditional acknowledgment-basedreliabil-
ity mechanismsexhibit several commondif�culties when
facedwith unusualchallenges.Thesechallengesare not
exclusive, andusuallyhappensimultaneously(e.g.discon-
nectionandhigh roundtrip delay),howeverwe will present
their effectsoneat a time:
� High round trip delay: We assumetheroundtrip delays
betweensourcesanddestinationson the order of hoursif
not days,mainly due to disconnections.In the end-to-end
acknowledgmentschemes,the full messagecontentneeds
to be stored at the data source,until every fragment is
deliveredto the destination.Since the round trip delay is
solarge,theacknowledgmentswill arrivemuchsubsequent
to the moment when data is actually delivered to the
destination,and datasourceswill thus have to storelarge
numbersof suchmessages;generationof new datamaybe
impaired.
� Disconnections:We assumeend-to-endconnectedpaths
betweensourceanddestinationdo not alwaysexist, or they
might not exist at any singlemomentin time. As no stable
storagebuffering is used,the node where the connected
path is interruptedwill be over�owed with data it cannot
handle.
� Lar ge messages:If the messagesizeexceedsthe avail-
able memory capacity, the packet reassemblycannot be
performedat the intermediarynodes.
� High mobility: High mobility leadsto routinginstability
and the underlyingrouting might not be able to maintain
updatedstate.If theend-to-endpathsarelong, themessage
transfersmight be frequentlyabortedespeciallyif the links
arenot alwayssymmetrical.

Taking into accounttheseproblems,we proposesome
mechanismsto addressthem.Theseideasareinspiredfrom
themechanismsunderlyingtheDelayTolerantNetworking
architecturepresentedin [2].
� Store-and-forward using stable storage: The mech-
anism is intendedto alleviate buffer over�ow problems
associatedwith disconnections.Since buffered messages
might be storedfor long periodsof time, buffersarelikely
to grow beyond the nodevolatile memorycapacity. More-
over, bufferingusingstablestorageincreasesreliability, and
unreliablenodesceaseto be a problem,sincedata is not
lost during power-downs andresets.
� Custody transfer as an alternative to end-to-end
reliability: Keepinga full copy of the dataat the source
until an endacknowledgmentis receivedcomeswith great
storage utilization penalties.A possible solution is an
alternative reliability paradigm,called custody transfer.
A custodytransferrefersto the acknowledgeddelivery of
a messagefrom onehop to the next andthecorresponding
passingof reliable delivery responsibility. In other words,
the custodiannode, after storing the messagein stable
storage,becomesresponsiblefor its successfuldelivery,
and the previous custodian,which might be the source,
candeleteits own copy.

IV. DTNL ITE FOR SENSOR NETWORKS

This sectiondiscussesthedesignissuesfor implement-
ing a custodybasedreliable transfermechanism(DTNLite)

for sensornetworks and then presentsan implementation
for theTinyOSplatform.For a backgroundon theBerkeley
TinyOS platform, the readershouldconsult [1].

Theproposedmechanismis basedon theabstractionof
messageswitching.Messages(or bundles)are transferred
on an overlay network formed of nodesthat are readyto
perform storeand forward functions.The actualnode-to-
nodebundle transferbetweenoverlay nodesis doneusing
the custody transfer mechanism.

A. DesignIssues

� Custody transfer with reliability: The most important
problemis themechanismimplementingtheonehoptrans-
fer of a bundlefrom oneoverlay DTNLite hop to another.
This is especiallydif�cult sincethebundlesareapplication
dataunits(ADUs) which meansthey areusuallylargerthan
the underlyingnetwork packetsandhave to be deliver in-
order. Theunderlyingnetworking layer is alsorudimentary
andordinarilydoesnotprovidemultiplehopreliability. The
available options include multi-path sendingand packet
replication.
� Persistent storage management: Reliability demands
that the sensornetwork nodespersistentlystore bundles
until they are successfullyable to delegate responsibility
to anothernode. The �rst requirementis for the nodes
to possesnon-volatile storagesuch as �ash. Making this
assumption,the easiestsolution is to usedatabaseopera-
tionsfor writing andreadingbundles.Unfortunately, sensor
motesarevery resourceconstrainedandthey usually lack
full-�edged �le systems.In such a situation we have to
make sure that all bundle writes are forced (�ushed to
storage)before a custody transfer can be acknowledged
ascompleted.The �ash storagesystemshouldbe capable
of supportingsomelow level atomicoperationsthatwould
make surethat the recordof storedbundlesis consistent.
� Duplicate management:Sincefrequentdisconnections
are assumed,completeelimination of duplicate bundles
is not possible.The simplestscenariowhere a duplicate
bundlecanbe createdis whena custodytransferacknowl-
edgmentis lost, resulting in both the senderand receiver
maintainingcustody. In suchsituationswe can either as-
sumea deliverat leastonemodelor needto includesome
mechanismsto detectduplicatesat the basestation.
� Application awareness:This issueconcernsthe degree
to which applicationsshouldbe awareof thenetwork con-
ditions.Awarenessis desirablebecausegiving applications
the ability to adapt to changingnetwork conditions can
increasethe network's ef�ciency. Solutionsfor long term
storageof datain sensormotescan be provided by using
mechanismssuch as in-network aging and summarizing
and compressionof data in caseof communicationchal-
lenges.

B. Architecture and Implementation

Consideringthe design issuesfor a generic custody
transferframework, we proposea network stackarchitec-
ture for the TinyOS platform. The designis looselybased
on the DTN overlayarchitectureproposedin [2]. We have
particularlytargetedour implementationfor datacollection
applicationswhere there is a central basestation.Nodes
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Fig. 1. DTNLite architecture

generatedata having the basestation as the destination.
We chooseto cover this particularcasebecausetheoverlay
routing in DTNLite needsan underlyingmulti-hop routing
protocol,andin this respecttree-basedroutingrepresentsa
viablealternative.However, asgenericmulti-hopprotocols
for any-to-any routingin sensornetworksbecomeavailable,
the architecturecanbe easilyadapted.

Addressingis an importantissuein disconnectednet-
works, but we make the simplifying assumptionthat all
nodeshave a unique static address,and that all packets
sharethe samedestination.Figure1 presentsthe layering
of the importantcomponentsof the proposedarchitecture.

1) Bundle Storage Manager: This component
(BundleStorageMgr ) is responsible for providing
persistentstorage for bundles. For the Berkeley Mica
motes, the �ash(about 512K bytes) is the available
storagemedium. We use the Matchbox �le system([4]),
and its implementationfor Mica motes. The Matchbox
�lesystem usesatomicwrite operationsfor operatingwith
�le meta-data,and provides support for data corruption
detection.

2) Bundle Agent: This component(BundleAgent )
correspondsto theoverlayroutinglayer. TheBundleAgent
provides to the application an interface for sendingand
receiving bundles.It is responsiblefor implementingthe
custodytransferhandshake with the correspondingBundle
Agenton thenext overlayhop.In addition,it is responsible
for querying the network for an available next custody
hop, and for selecting the best among the candidates.
It uses the convergencelayer for the actual transfer of
a bundle to the next custody hop. It also relies on the
convergencelayer for performing and getting responses
for custodyqueries,and for sendingout custodytransfer
acknowledgmentmessages.

3) ConvergenceLayer: This component(ConvLayer )
is analogousto the componentsthat provide neighborhood
discovery andmaintenancein traditional sensornetworks.
It provides the Bundle Agent with basic primitives for
transferringa bundle to anothercustodyhop, for sending
andreceiving custodyqueryrequestsandcustodyacknowl-
edgments.It usesthe following components:

1) LRX: This component(LRX) is usedfor the reliable

multi-hop transferof a bundlefrom onecustodyhop
to another. It basicallyprovidesa primitive for high-
speedtransferof a bundleover onehop.It usesa ba-
sic windowing schemealongwith selective NACKs .
However the ConvergenceLayer usessourcerouting
for specifying the route of a bundle over multiple
network hopsto the next custodyhop.

2) MultiHop: This componentis usedby Convergence
Layer for sending/receiving custodyqueriesandac-
knowledgments.The custodyresponsesfrom poten-
tial custodyhopscontainthe routeof the pathto the
respondent.

Table I illustratesthe mappingof analogouscompo-
nentsbetweentraditionalsensornetworking andDTNLite.

Sensor network
function

DTNLite function DTNLite
Component

Packets Messages(in-order) -
Neighborhood dis-
covery and mainte-
nance

CustodyQuery and
Discovery

ConvLayer

Multihop packet
transfer

Custodyhop bundle
transfer

BundleAgent

Network Hop
packet transfer
GenericComm

Network hopbundle
transfer

LRX

TABLE I

MAPPING BETWEEN COMPONENTS

We have implemented and tested DTNLite on
TOSSIM([6]), the simulatorfor TinyOS applications.

V. CUSTODY TRANSFER

This section discussesan important aspect of the
DTNLite framework - thecustodytransfermechanism.The
discussioncovers the discovery and selectionof potential
custodynodesandthemechanicsof thecustodyhandshake.
Thereis a moredetaileddiscussionof theseissuesin [3].

The reliable custodytransferof a messagerequiresa
handshakingprotocol betweenthe sourceand destination
nodes.Unfortunately, handshakingcannot insure both no
message lossandno message duplication. In otherwords,
we need to choosebetweenhaving reliable transfer or
duplicate-freetransfer. Sincereliability is more important
in our design,messageduplicationmust be acceptedand
dealtwith.

Sincewriting to �ash is anexpensiveoperationin terms
of energy consumption,the number of times a message
needsto bewritten to �ash, andthusthenumberof custody
transfers,must be minimized. Some concernsare also
relatedto network disconnections.If becauseto temporary
disconnection,a routemakingforwardprogresstoward the
destinationdoes not exist, the messagemust remain in
custodyuntil a valid routetowarddestinationis discovered.

In orderto addresstheseconcerns,theroutingprotocol
must choosethe best neighbor in the overlay to transfer
custodyof a message.After having decidedon the best
neighbor, it must decidewhether transferringcustody to
this nodeis worthy at the currenttime.

The routing strategy canbe targetedtoward achieving
oneor moreof the following global optimizations:



� Minimizing the overall energy consumption Very
roughly, energy consumptionin the network can be mod-
eled as the sum between the energy spent for packet
transmissions,retransmissionsand acknowledgments,and
the energy consumedby writing/readingthe messagesto
�ash. Ononehand,minimizing thenumberof custodyhops
reducestheenergy spentfor �ash writing/reading.This rec-
ommendsalwaystaking long leapstoward the destination,
by choosingtheneighborin theoverlaythatis closestto the
destination.On the other hand,failure to transfercustody
happensmore often if doneover longerunderlyingroutes
(takes longer and due to dynamicconditions,the network
topologycanchangeduring the process).
� Obtaining a uniform distribution of the energy levels
of nodes. This optimization has the effect of improving
the overall network lifetime, preventingsomeof the nodes
from dying prematurely.
� Minimizing the delay in messagedelivery, and the
numberof undeliveredmessagesdueto unavailablestorage
capacityin thenetwork. Minimizing thedelivery delayhas
the effect of minimizing the storageused in the whole
network. If we regard the network as a queuingsystem,
the averagedelivery time of messagesis the averagetime
spentin the queue.Applying Little' s Law:

Lengthqueue = Ar r iv al Rate � T imequeue (1)

we notice that the amount of used storage is directly
proportionalto delivery time.

While global routing informationis preferableto local
information, in theseconditionsmaintainingglobal infor-
mationis expensive becauseof limited storage,andis slow
to propagate.This generateslot of network overheadand
even then does not capture the latest network changes.
Thus,we chooseto uselocal routing information.

We proposesimple schemes,relying on local self-
assessmentsfor makingthe routingdecision.Choosingthe
neighborin the overlay meanschoosingthe nodewith the
bestlocalmetric.Any combinationof thefollowing metrics
canbe employed:
� Energy level remaining: Choosingthe node with the
highest energy level remaining is intended to yield a
uniform energy distribution.
� Averagedelivery time: This representstheaveragetime
in which messagesownedby thenodearedeliveredto their
�nal destination.A choicebasedon the averagedelivery
delay is intendedto minimize dataloss.
� Average energy consumption for messagedelivery:
This metric representsthe averageenergy consumedby
messagessentby thenodeuntil they aredelivered.Choos-
ing the neighborwith the minimum averageenergy con-
sumptionwill decreasethe overall energy consumptionin
the network.

A. A custodytransfermechanismimplementation

In our initial implementationof the DTN architecture
we proposea simple custodytransfermechanism,relying
on the principles de�ned previously. Our implementation
assumesthe existenceof an underlyingmulti-hop routing
protocol.Sinceour systemis intendedfor datacollection,
with messagessentto asingledestination- thebase-station,

Basestation

Source

Fig. 2. ExampleCustodyQuery

tree-routing can be assumed.However, this mechanism
can also be usedfor applicationswith multiple message
destinationsandany-to-any multi-hoprouting.Theprotocol
relieson the fact thatnodesmaintainlocal estimatesof the
metric used.Quality estimatesof links betweennodesare
alsomaintainedat both link ends.

1) Querying mechanisms: The querying mechanism
worksasfollows: thecustodianof a messagesendsa query,
asking for nodesthat are able to acceptcustodyfor the
givenmessage,andthathave a betterlocal metric estimate
than itself. The query packet containsthe estimateof its
originator as well as characteristicsof the messageto be
transferred.The querycanbe sentin several ways:
� Unicast toward destination,using the routeprovided by
the underlyingtree-basedrouting.
� Flood limited to a given numberof hops, continuing
with unicasttoward destination.
� Full �ood

Eachof thesetechniqueshasadvantagesanddisadvan-
tagesthat will becomeevident oncewe discussthe entire
mechanism.The query packet advancesas far as possible
toward destination,and the path traversedis addedto the
packet. All hopson the way arequeried,andthe onesthat
arewilling to acceptcustodyandhave a bettermetric than
thecurrentcustodiansenda responseto thequery. In order
for a nodeto decidewhetherit canacceptcustody, it needs
to estimateif it hasenoughavailablestorage.Theresponse
is sentback to the custodianusing the reverseof the path
recordedin thequery. Pleasenotethatsymmetryof links is
assumed.Theresponsecontainsthelocalmetricestimateof
the respondent.Quality estimatesof the traversedlinks are
recordedin the responseaswell. The custodianselectsthe
bestcandidateamongquery respondents,using the metric
of the candidates,as well as the quality estimateof the
pathsto thesecandidates.

Basedon the quality of the bestcandidate,the custo-
dian estimateswhetherthe custodytransferis worth doing
at the current time. If it decidesto attempt a custody
transfer, it sendsthe messageto the bestcandidate,using
sourcerouting on the pathrecordedin the queryresponse.



The messageadvancesonehop at a time, usinga reliable
hop-to-hopmessagedeliverymechanismbasedonselective
nacksandretransmissions,implementedin [7].

Figure 2 presentsan example of the query packet
propagation.The sourcebroadcaststhe query to all its
neighbors in the real network, and they all forward it
toward the base-station.The boxed nodes are the ones
that canacceptcustody, andamongthose,the circled have
bettermetricsthan the source,andconsequentlyrepresent
candidatesfor thenext custodyhop.Candidatesrespondto
the query; the queryand responsepacketsare represented
by arrows.

2) Metric estimates:The reliability of a link can be
expressedastheratio of packet retransmissionsto the total
number of transmissionson the given link. Every time
a messageis transferredon the link, using the hop-to-
hop reliable delivery mechanism,this numberis updated.
Estimatingthe energy level remainingin a nodeis trivial.
Theaveragedeliverytimeandtheaverageenergy consump-
tion can be maintainedeither using a distancevector like
approach,or by piggybackinginformationonmessagesand
let the base-stationcomputethe estimate.We implement
the �rst approach.

VI . EVALUATION OF CUSTODY TRANSFER

MECHANISMS

In this section we investigate the various custody
transferqueryandselectionmechanismspresentedin more
detail in sectionV. In particular, we study the following
custodyquery/discovery policies:

1) Unicast : The query is sentalong the routing tree
up to the destination.

2) Limited f lood : The query is �ooded up to some
levelsandthensentalongtheroutingtreeto thedestination.

and the following custodyhop selectionpolicies:
1) NEAREST- Nearest Hop: Expected to lead to

more custodytransfersthan necessary, thus more energy
consumption.

2) FARTHEST- FarthestHop (Closestto destination):
Minimizes thenumberof custodytransfers,but eachtrans-
fer is expected to take longer, since the probability of
reliable transferdecreaseswith distance.

3) ENERGYLEVEL - Node with Most Remaining
Energy : Expectedto maximizeoverall network lifetime,
minimizing the variationsin the energy levels.

4) AVG DELAY - Least Average Delay: Every node
maintainsan estimateof the averagedelivery delay, and
the nodehaving the smallestdelay is chosen.

5) ENERGYCONS- LeastAverage Energy Consump-
tion: Thepolicy choosesthenodethatonaverageconsumes
the leastenergy for sendinga messageto the destination.

All the policies mentionedabove rely of completely
local information for maintainestimates.

A. SimulationSetup

We are using a discrete event basedsimulator [5]
developedfor simulatingrouting algorithmsfor networks
with scheduleddisconnections.We madethe appropriate
modi�cations for handlingunscheduleddisconnectionsand
packet collisions. For the connectivity model, we assume

that all nodeswithin a certain radiusare connectedby a
link. To model the intermittentnatureof the network, we
assumethat a link can go up or down at exponentially
separatedintervals - the time that a link stays up is
determinedby the distancebetweenthe nodes.The radio
collision model is simpli�ed; packets collide only if they
aredestinedfor thesamenode.Thequeriesare�ooded for
three levels and are then forwardedto the basealong the
routing tree.

Parameter Rangein simulation Rangefor MICA
Time 1 1 sec
Packet size 1 25 B
Bundlesize 25 625 B
Bandwidth 40/unit 1KB/s
Flashstorage 5K-20K 125KB-500KB
Averagedegree(density) 8 -
Num of nodes 10-100 -

TABLE II

SIMULATION SETUP

For executing the custody queries,a routing tree is
maintainedby thenodes.Thetreeis formedby performing
a breadth�rst searchstarting from the base-station(root
node).We assumethat the effective cumulative bandwidth
that the basestationnodecan handleis constant- but to
normalizefor all network sizes,the rateof datageneration
for the nodesis determinedaccordingto the numberof
nodes. All the custody selection policies are modeled
using the approachesmentionedin section V. However
we do not model the query mechanismsat packet level
- we assumefull knowledgeof the network for selecting
potential custody nodes. We choose to do so because
we are more interestedin comparing the custody hop
selectionpolicies per se. To make the parametersmore
realistic,we usethe Berkeley Mica motesas the basisfor
parameterchoosing.ThemappingbetweenMica motesand
simulationparametersis shown in table II.

B. Evaluation

We comparethe different metrics by consideringa
numberof parameters.We performall experimentsfor both
unicastandlimited �ood queries,but sincethepolicieshave
very similar behaviors, we only presentthe resultsfor the
limited �ood queries.

1) Delivery Time: The �rst set of graphscompare
the different custodytransferpolicies with respectto the
delivery time of messages(Fig.3). We canclearly seethat
theAVG DELAY policy expectedlyperformsbetterthanthe
other policies, thoughnoneof them is able to deliver all
the messageswithin the (�x ed) simulation interval. Not
surprisingly the NEARESTand the FARTHESTpolicies
have the worst average latency. The FARTHESTpolicy
losesout becauseit takesmoretime to completesuccessful
custody transfersover longer hops, while the NEAREST
policy undergoes longer delays becauseof the larger of
numberof hopsthat it takes.

Fig. 3 (b) shows the fraction of messagesthat are
deliveredat theendof simulationtime for varyingnetwork
sizes. An interesting trend that can be observed is that
delivery ratios decreaseas the network size gets larger -
this is becauseof the congestionat the single basestation



sink andsuggeststhat the datagenerationratesshouldbe
lower for reliabledelivery.
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Fig. 3. (a)Averagelatency for messagedelivery; (b) Fractionof messages
delivered

2) Hops per message: Here we comparethe number
of hops neededfor messagesto reach the base-station
for each of the observed policies. Fig. 4 (a) plots the
averagenumberof custodyhopsneededfor eachsuccessful
messagereceived at the base.We seethat the FARTHEST
policy minimizesthis criteria,although,aswe seein Fig. 3
(b), it sacri�ces on the delivery ratio. As expected the
NEARESTpolicy maximizesthe numberof custodyhops
asis alwayschoosesthe nodethat is closestto the source.
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Fig. 4 (b) plots the averagenumberof network (not
custody)hopsneededfor eachsuccessfulmessage,andwe
can observe that the NEARESTpolicy usesthe maximum
numberof network hopsfor delivering a message.

3) Energy: In theseset of experiments,we compare
theenergy ef�ciency of differentpolicies.Fig. 5 (a) shows
theaveragenodeenergy level over time for all thepolicies,
while Fig. 5 (b) shows the standarddeviation of the node
energy levelswith time. While we seethat theFARTHEST
policy usesthe leastenergy overall(sinceit hasto perform
fewer custodytransfersandthereforefewer writesto stable
storage),it has far worsedelivery performance.However
the ENERGYLEVEL policy is able to equalizethe energy
level differencesamongthe nodes.

C. Results

We can conclude from the above results that the
selectionpolicies basedon energy are able to minimize
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Fig. 5. (a)AverageNodeenergy level over time(nodes=100);(b) Standard
deviation of energy level with time(nodes=100)

the energy usagevariation amongthe nodeswhile those
basedon delay are able to minimize latency of message
delivery. All the policiesusepurely local informationand
the estimatesabout link qualities and node metrics are
updatedusing information from neighboringnodes.This
entails that, if there is a systematicvariation in the link
qualities, these variations can be learned over time by
maintaining local estimatesthat are then aggregated by
othernodes.

VI I . CONCLUSION AND FUTURE WORK

We have implementedDTNLite, a custody transfer
basedreliabletransfermechanismfor sensornetworks that
facechallengeslike low memoryresources,high mobility,
frequentdisconnectionsand�ak y nodes.Wehavediscussed
someof the importantissuesin custodytransferandinves-
tigatedoneof them,namelyqueryingand selectingof the
next bestcustodyhop in moredetail.Theevaluationsshow
that our schemecan achieve reliability, while optimizing
for a particularobjective like energy or delay, usingpurely
local information. In the future, we intend to perform a
comparative evaluationof our architecture,relying on the
custodytransfermechanism,with other proposedreliable
transferprotocols(sectionII).
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