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Abstract—We presenta network architecture, DTNLite,
for reliable messagedelivery in sensornetworks facing prob-
lems of high mobility, frequentdisconnectionsand unreliable
nodes. It is basedon the DTN( Delay Tolerant Networking)
architecture and its main features are asynchronous mes-
sagedelivery combined with custody transfer on an overlay
network of sensormotes. We presentan implementation of
this architecture for the TinyOS platform targeting data
collection applications. We also explore the various issuesin
reliable custodytransfer and investigatethe particular issueof
queryingand selectionof custodyhopsin detail. Our simulation
results show that selectioncriteria that use energy or delay
as metrics are able to pro tably exploit asymmetriesin the
network.

|. INTRODUCTION AND MOTIVATION

Wireless sensor networks are a cost effective, dis-
tributed solution, providing sensingand computing solu-
tionsin variouservironmentswherecorventionalnetworks
areimpractical. This paperaddressethe designof system
supportfor reliable datadelivery in sensometworksfacing
challengessuch as sparseconnectity, high degree of
mobility, aky nodesandunreliablelinks. Howeverthe key
questionsare why reliability, why challengedsensomets,
andwhy reliability in challengedsensomets?

Unlike traditional networks, reliability in sensornet-
works is still an openresearchquestion.There has been
little amountof work on the designof reliabledelivery pro-
tocols, and most of the existing solutionsare application-
speci c. However, assensometworks becomeubiquitously
deployed, we can imagine a large class of applications
where reliable delivery is required. A good example is
network reprogrammingf sensomodeswherethereliable
delivery of every singlebyte of codeis necessaryReliable
andtimely delivery of emegeng eventsis another

The majority of current solutions for sensor nets
assumehigh connectvity degrees, manageablemobility
and low error rates.However, few real ervironmentscan
have suchwell-controlledparametersand providing these
propertiesrequireslarge numbersof nodes,andimportant
enegy consumption.Covering extendedsensingareasis
achievable by tolerating smaller node density and main-
taining a long lifetime recommendssmall on-times. All
these are reasonsfor exploring solutions for challenged
networks.

Il. RELATED WORK

In this sectionwe provide a brief survey or related
work in the areasof reliable datadelivery in sensorand
delaytolerantnetworking.
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Ef cient transportprotocolsto provide reliable data
delivery in sensometworks have beenproposedn [9] and
(8].

In [8], authors introduce RMST a transport pro-
tocol that provides guaranteeddelivery and fragmenta-
tion/reassemblyfor applicationsthat requirethem. RMST
is a selectve NACK-basedprotocolthat canbe con gured
for in-network cachingand repait Somenumberperform
messageeassemblyissuingrepairrequesto the previous
nodesin the path.

In [9], the Pump Slow Fetch Quickly protocolis pre-
sentedwhereeachnodeperformsa specialtypeof message
reassemblyThatis, nodescanimmediatelyforwardto the
next hop fragmentsf they arerecevedin order However,
assoonasthey receve anout-of-orderfragment they issue
a repairrequestand buffer the out-of-orderfragmentuntil
the missing fragmentis obtainedand relayed.Nodesare
thus performing fragment ordering. The repair requests
are answeredby previous nodesin the path that use
fragmentcaches PSFQtargetsa small delay comparable
to forwarding approachesgcombinedto the reliability and
small number of retransmissionsspeci ¢ to hop-to-hop
store-and-fonard.

Delay Tolerant Networking is an emeging eld that
attemptsto develop a networking architecture[R and phi-
losophy revolving aroundasynchronousnessagedelivery
with custody transfer for networks that are subject to
long delays and/or frequent disconnectionghat rule out
contemporaneousnd-to-endconnectionsThe architecture
operatesas an overlay above the transportlayers of the
networksit interconnectsandprovideskey servicessuchas
in-network datastorageand retransmissioninter-operable
naming, authenticatedforwarding and a coarse-grained
classof servicesSomeof theissuesnvolvedin thecustody
transferhandshak and duplicate generationare dicussed
in [3].

I1l. DESIGN DECISIONS

In this work, we explore achieving reliabile delivery
using acknavledgementsand retransmissionsThe best
possiblesolutionis the one that makes the most ef cient
use of retransmissionsand storage(involatile and non-
volatile memory). The end-to-endargumentdictatesend-
to-endacknavledgmentas the only true answersfor reli-
ability. However, adding functionality at the intermediary
hopscansigni cantly increaseef ciency.

Paclets can be retransmittedat each hop, at some
numberof intermediatehops,or only at the source.Each



paclet can be acknavledged independently or selectve
acknavledgmentapproachesan be used.

However, traditional acknavledgment-basedeliabil-
ity mechanismsxhibit several commondif culties when
facedwith unusualchallenges.Thesechallengesare not
exclusive, and usually happensimultaneouslye.g.discon-
nectionandhigh roundtrip delay),howeverwe will present
their effectsone at a time:

High round trip delay: We assumeheroundtrip delays
betweensourcesand destinationson the order of hoursif
not days, mainly dueto disconnectionsln the end-to-end
acknavledgmentschemesthe full messageontentneeds
to be stored at the data source,until every fragmentis
deliveredto the destination.Since the round trip delay is
solarge,the acknavledgmentswill arrive muchsubsequent
to the moment when data is actually delivered to the
destination,and datasourceswill thus have to storelarge
numbersof suchmessagegyeneratiorof new datamay be
impaired.

Disconnections:We assumeznd-to-endconnectecpaths
betweersourceanddestinatiordo not alwaysexist, or they
might not exist at ary singlemomentin time. As no stable
storagebuffering is used,the node where the connected
pathis interruptedwill be over owed with datait cannot
handle.

Large messageslf the messagesize exceedsthe avail-
able memory capacity the paclet reassemblycannot be
performedat the intermediarynodes.

High mobility: High mobility leadsto routinginstability
and the underlyingrouting might not be able to maintain
updatedstate.If the end-to-endpathsarelong, the message
transferamight be frequentlyabortedespeciallyif the links
are not always symmetrical.

Taking into accounttheseproblems we proposesome
mechanism#o addresshem.Theseideasareinspiredfrom
the mechanismsinderlyingthe Delay TolerantNetworking
architecturepresentedn [2].

Store-and-forward using stable storage: The mech-
anism is intendedto alleviate buffer over ow problems
associatedwith disconnectionsSince buffered messages
might be storedfor long periodsof time, buffers arelikely
to grow beyond the nodevolatile memorycapacity More-
over, buffering usingstablestoragencreaseseliability, and
unreliablenodesceaseto be a problem,sincedatais not
lost during power-downs and resets.

Custody transfer as an alternative to end-to-end
reliability: Keepinga full copy of the dataat the source
until anendacknavledgmentis receved comeswith great
storage utilization penalties. A possible solution is an
alternatve reliability paradigm,called custody transfer.
A custodytransferrefersto the acknavledgeddelivery of
a messagédrom onehopto the next andthe corresponding
passingof reliable delivery responsibility In otherwords,
the custodiannode, after storing the messagein stable
storage,becomesresponsiblefor its successfuldelivery,
and the previous custodian,which might be the source,
candeleteits own copy.

IV. DTNLITE FOR SENSOR NETWORKS

This sectiondiscusseshe designissuedfor implement-
ing a custodybasedreliable transfermechanismDTNLite)

for sensornetworks and then presentsan implementation
for the TinyOS platform. For abackgroundn the Berkeley
TinyOS platform, the readershouldconsult [1].

The proposednechanisnis basedn the abstractiorof
messageswitching. Messagegor bundles)are transferred
on an overlay network formed of nodesthat are readyto
perform store and forward functions. The actual node-to-
nodebundle transferbetweenoverlay nodesis doneusing
the custody transfer mechanism.

A. Designlssues

Custody transfer with reliability: The mostimportant
problemis the mechanismimplementingthe onehoptrans-
fer of a bundlefrom oneoverlay DTNLite hopto another
This is especiallydif cult sincethe bundlesareapplication
dataunity ADUs) which meanghey areusuallylargerthan
the underlyingnetwork paclkets and have to be deliver in-
order The underlyingnetworking layeris alsorudimentary
andordinarily doesnot provide multiple hopreliability. The
available optionsinclude multi-path sendingand paclet
replication.

Persistent storage management: Reliability demands
that the sensornetwork nodespersistentlystore bundles
until they are successfullyable to delegate responsibility
to anothernode. The rst requirementis for the nodes
to possesnon-wlatile storagesuchas ash. Making this
assumptionthe easiestsolutionis to use databaseopera-
tionsfor writing andreadingbundles.Unfortunately sensor
motesare very resourceconstrainedand they usually lack
full- edged le systems.In such a situation we have to
make sure that all bundle writes are forced (ushed to
storage)before a custody transfer can be acknavledged
ascompleted.The ash storagesystemshouldbe capable
of supportingsomelow level atomicoperationghatwould
malke surethat the recordof storedbundlesis consistent.

Duplicate management: Since frequentdisconnections
are assumed complete elimination of duplicate bundles
is not possible.The simplestscenariowhere a duplicate
bundle canbe createds whena custodytransferacknawl-
edgmentis lost, resultingin both the senderand recever
maintainingcustody In such situationswe can either as-
sumea deliver at leastonemodelor needto includesome
mechanismdo detectduplicatesat the basestation.

Application awareness:This issueconcernghe degree
to which applicationsshouldbe aware of the network con-
ditions. Awarenesss desirablebecauseiving applications
the ability to adaptto changingnetwork conditionscan
increasethe network's ef ciency. Solutionsfor long term
storageof datain sensormotescan be provided by using
mechanismssuch as in-network aging and summarizing
and compressiorof datain caseof communicationchal-
lenges.

B. Architectue and Implementation

Consideringthe designissuesfor a generic custody
transferframewnork, we proposea network stackarchitec-
ture for the TinyOS platform. The designis loosely based
on the DTN overlay architectureproposedn [2]. We have
particularlytargetedour implementatiorfor datacollection
applicationswhere there is a central basestationNodes
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generatedata having the basestation as the destination.
We chooseo cover this particularcasebecausehe overlay
routingin DTNLite needsan underlyingmulti-hop routing
protocol,andin this respectree-basedouting represents
viable alternatve. However, asgenericmulti-hop protocols
for any-to-ary routingin sensonetworksbecomeavailable,
the architecturecan be easily adapted.

Addressingis an importantissuein disconnectedet-
works, but we make the simplifying assumptionthat all
nodeshave a unique static address,and that all paclets
sharethe samedestination.Figure 1 presentghe layering
of the importantcomponent®f the proposedarchitecture.

1) Bundle Stomge Manager: This component
(BundleStorageMgr ) is responsible for providing
persistentstorage for bundles. For the Berkeley Mica
motes, the ash(about 512K bytes) is the available
storagemedium. We use the Matchbox le system([4),
and its implementationfor Mica motes. The Matchbox
lesystem usesatomicwrite operationgfor operatingwith
le meta-data,and provides supportfor data corruption
detection.

2) Bundle Agent: This component(BundleAgent )
correspondso the overlayrouting layer. The BundleAgent
provides to the applicationan interface for sendingand
receving bundles.lIt is responsiblefor implementingthe
custodytransferhandsha& with the correspondindgundle
Agentonthenext overlayhop.In addition,it is responsible
for querying the network for an available next custody
hop, and for selecting the best among the candidates.
It usesthe corvergencelayer for the actual transfer of
a bundle to the next custody hop. It also relies on the
convergencelayer for performing and getting responses
for custodyqueries,and for sendingout custodytransfer
acknavledgmentmessages.

3) CorvemgencelLayer: This componentConvLayer )
is analogoudo the componentghat provide neighborhood
discovery and maintenancen traditional sensometworks.
It provides the Bundle Agent with basic primitives for
transferringa bundle to anothercustodyhop, for sending
andreceving custodyqueryrequestsandcustodyacknavl-
edgmentslt usesthe following components:

1) LRX: This component(RX) is usedfor the reliable

multi-hop transferof a bundlefrom onecustodyhop
to another |t basicallyprovidesa primitive for high-
speedransferof a bundleover onehop. It usesa ba-
sic windowing schemealongwith selectve NACKs .
However the Corvemencelayer usessourcerouting
for specifying the route of a bundle over multiple
network hopsto the next custodyhop.

2) MultiHop: This componentis usedby Corvemence
Layer for sending/rece&ing custodyqueriesand ac-
knowledgmentsThe custodyresponsedrom poten-
tial custodyhopscontainthe route of the pathto the
respondent.

Table | illustratesthe mappingof analogouscompo-
nentsbetweentraditional sensometworking and DTNLite.

Sensor  network | DTNLite function DTNLite
function Component
Paclets Messages(in-order) | -
Neighborhood dis- | CustodyQuery and | ConvLayer
covery and mainte- | Discovery
nance
Multihop paclet | Custodyhopbundle | BundleAgent
transfer transfer
Network Hop | Network hopbundle | LRX
paclet transfer | transfer
GenericComm

TABLE |

MAPPING BETWEEN COMPONENTS

We have implemented and tested DTNLite on
TOSSIM([€), the simulatorfor TinyOS applications.

V. CuUsTODY TRANSFER

This section discussesan important aspectof the
DTNLite framawork - the custodytransfermechanismThe
discussioncoversthe discovery and selectionof potential
custodynodesandthe mechanic®f the custodyhandshag.
Thereis a more detaileddiscussionof theseissuesin [3].

The reliable custodytransferof a messageequiresa
handshakingprotocol betweenthe sourceand destination
nodes.Unfortunately handshakingcannotinsure both no
messge lossand no messge duplication In otherwords,
we needto choosebetweenhaving reliable transfer or
duplicate-freetransfer Sincereliability is more important
in our design,messagealuplication must be acceptedand
dealtwith.

Sincewriting to ash is anexpensve operationn terms
of enegy consumption,the number of times a message
needgo bewrittento ash, andthusthe numberof custody
transfers, must be minimized. Some concernsare also
relatedto network disconnectionslf becausedo temporary
disconnectiona route makingforward progressoward the
destinationdoes not exist, the messagemust remain in
custodyuntil a valid routetoward destinationis discovered.

In orderto addresgheseconcernsthe routing protocol
must choosethe best neighborin the overlay to transfer
custodyof a messageAfter having decidedon the best
neighbor it must decide whethertransferringcustodyto
this nodeis worthy at the currenttime.

The routing stratgyy can be targetedtoward achiesing
one or more of the following global optimizations:



Minimizing the overall energy consumption Very
roughly, enegy consumptionin the network can be mod-
eled as the sum betweenthe enegy spent for paclet
transmissionsretransmissiongnd acknavledgments,and
the enegy consumedby writing/readingthe messageso
ash. Ononehand,minimizing thenumberof custodyhops
reducegheenegy spentfor ash writing/reading.Thisrec-
ommendsalwaystaking long leapstoward the destination,
by choosingheneighborin the overlaythatis closesto the
destination.On the other hand,failure to transfercustody
happensmore oftenif doneover longerunderlyingroutes
(takeslonger and due to dynamicconditions,the network
topology can changeduring the process).

Obtaining a uniform distrib ution of the enermy levels
of nodes This optimization has the effect of improving
the overall network lifetime, preventingsomeof the nodes
from dying prematurely

Minimizing the delay in messagedelivery, and the
numberof undeliveredmessagedueto unavailablestorage
capacityin the network. Minimizing the delivery delayhas
the effect of minimizing the storageusedin the whole
network. If we regard the network as a queuingsystem,
the averagedelivery time of messagess the averagetime
spentin the queue.Applying Little's Law:

Lengthqueve = Arrival Rate  Timeqgueue Q)

we notice that the amount of used storageis directly
proportionalto delivery time.

While global routing informationis preferableto local
information, in theseconditionsmaintainingglobal infor-
mationis expensie becaus®f limited storageandis slow
to propagateThis generatedot of network overheadand
even then does not capturethe latest network changes.
Thus, we chooseto uselocal routing information.

We proposesimple schemes relying on local self-
assessmenter makingthe routing decision.Choosingthe
neighborin the overlay meanschoosingthe nodewith the
bestlocal metric. Any combinationof thefollowing metrics
canbe employed:

Energy level remaining: Choosingthe node with the
highest enegy level remaining is intendedto yield a
uniform enegy distribution.

Averagedelivery time: This representshe averagetime
in which messageswnedby the nodearedeliveredto their
nal destination.A choice basedon the averagedelivery
delayis intendedto minimize dataloss.

Average energy consumption for messagedelivery:
This metric representghe averageenegy consumedby
messagesentby the nodeuntil they aredelivered.Choos-
ing the neighborwith the minimum averageenegy con-
sumptionwill decreasehe overall enegy consumptionn
the network.

A. A custodytransfermedanismimplementation

In our initial implementationof the DTN architecture
we proposea simple custodytransfermechanismyelying
on the principles de ned previously. Our implementation
assumeghe existenceof an underlying multi-hop routing
protocol. Sinceour systemis intendedfor datacollection,
with messagesentto a singledestination the base-station,

Fig. 2. ExampleCustodyQuery

tree-routing can be assumed.However, this mechanism
can also be usedfor applicationswith multiple message
destinationgandary-to-ary multi-hoprouting. Theprotocol
relieson the factthat nodesmaintainlocal estimatef the
metric used.Quality estimatesof links betweennodesare
also maintainedat both link ends.

1) Querying medanisms: The querying mechanism
worksasfollows: the custodiarof amessagsendsa query
asking for nodesthat are able to acceptcustodyfor the
given messageandthat have a betterlocal metric estimate
than itself. The query paclet containsthe estimateof its
originator as well as characteristicof the messagdo be
transferred The query canbe sentin several ways:

Unicast toward destination,using the route provided by
the underlyingtree-basedouting.

Flood limited to a given numberof hops, continuing
with unicasttoward destination.

Full ood

Eachof thesetechniquedasadwantagesanddisadwan-
tagesthat will becomeevident oncewe discussthe entire
mechanismThe query paclet advancesas far as possible
toward destination,and the path traversedis addedto the
paclet. All hopson the way are queried,andthe onesthat
arewilling to acceptcustodyandhave a bettermetric than
the currentcustodiansenda responséo the query In order
for anodeto decidewhetherit canacceptcustodyit needs
to estimatdf it hasenoughavailablestorageTheresponse
is sentbackto the custodianusing the reverseof the path
recordedn the query Pleasenotethatsymmetryof links is
assumedTheresponseontainghelocal metric estimateof
the respondentQuality estimatef the traversedlinks are
recordedn the responseaswell. The custodianselectsthe
bestcandidateamongquery respondentsysing the metric
of the candidatesas well as the quality estimateof the
pathsto thesecandidates.

Basedon the quality of the bestcandidatethe custo-
dian estimatesvhetherthe custodytransferis worth doing
at the current time. If it decidesto attempta custody
transfer it sendsthe messageo the bestcandidate using
sourcerouting on the pathrecordedin the queryresponse.



The messagedvancesone hop at a time, using a reliable
hop-to-hopmessagelelivery mechanisnbasedn selectve
nacksand retransmissiongmplementedn [7].

Figure 2 presentsan example of the query paclet
propagation.The source broadcaststhe query to all its
neighborsin the real network, and they all forward it
toward the base-stationThe boxed nodesare the ones
that canacceptcustody andamongthose the circled have
bettermetricsthanthe source,and consequentlyepresent
candidatedor the next custodyhop. Candidatesespondo
the query; the query and responsepaclets are represented
by arrows.

2) Metric estimates: The reliability of a link can be
expressedastheratio of paclet retransmissionto thetotal
number of transmissionson the given link. Every time
a messageis transferredon the link, using the hop-to-
hop reliable delivery mechanismthis numberis updated.
Estimatingthe enegy level remainingin a nodeis trivial.
Theaveragedeliverytime andtheaverageesnegy consump-
tion can be maintainedeither using a distancevector like
approachopr by piggybackingnformationon messageand
let the base-statiorcomputethe estimate.We implement
the rst approach.

VI. EVALUATION OF CUSTODY TRANSFER
MECHANISMS

In this section we investigate the various custody
transferqueryandselectionmechanismgresentedn more
detail in sectionV. In particular we study the following
custodyquery/discoery policies:

1) Unicast : The queryis sentalongthe routing tree
up to the destination.

2) Limited f lood : The queryis ooded up to some
levelsandthensentalongtheroutingtreeto thedestination.
andthe following custodyhop selectionpolicies:

1) NEAREST- Neatest Hop: Expectedto lead to
more custody transfersthan necessarythus more enegy
consumption.

2) FARTHEST- FarthestHop (Closestto destination):
Minimizes the numberof custodytransfersput eachtrans-
fer is expectedto take longer since the probability of
reliable transferdecreasesvith distance.

3) ENERGYLEVEL - Node with Most Remaining
Enegy : Expectedto maximize overall network lifetime,
minimizing the variationsin the enepy levels.

4) AVG DELAY - LeastAverage Delay: Every node
maintainsan estimateof the averagedelivery delay and
the nodehaving the smallestdelayis chosen.

5) ENERGYCONS- LeastAverage Eneigy Consump-
tion: Thepolicy chooseshenodethaton averageconsumes
the leastenengy for sendinga messagéo the destination.

All the policies mentionedabove rely of completely
local informationfor maintainestimates.

A. SimulationSetup

We are using a discrete event based simulator [5]
developedfor simulatingrouting algorithmsfor networks
with scheduleddisconnectionsWe madethe appropriate
modi cations for handlingunschedulediisconnectionsind
paclet collisions. For the connectvity model, we assume

that all nodeswithin a certainradius are connectedby a
link. To modelthe intermittentnatureof the network, we
assumethat a link can go up or down at exponentially
separatedintervals - the time that a link stays up is
determinedby the distancebetweenthe nodes.The radio
collision modelis simpli ed; paclets collide only if they
aredestinedfor the samenode.The queriesare ooded for
threelevels and are then forwardedto the basealong the
routing tree.

Parameter Rangein simulation | Rangefor MICA
Time 1 1 sec
Paclet size 1 25B
Bundlesize 25 625B
Bandwidth 40/unit 1KB/s
Flashstorage 5K-20K 125KB-500KB
Averagedegree(density)| 8 -
Num of nodes 10-100 -

TABLE 1l

SIMULATION SETUP

For executing the custody queries,a routing tree is
maintainedby the nodes.Thetreeis formedby performing
a breadth rst searchstarting from the base-statior(root
node).We assumethat the effective cumulative bandwidth
that the basestation node can handleis constant- but to
normalizefor all network sizes,the rate of datageneration
for the nodesis determinedaccordingto the number of
nodes. All the custody selection policies are modeled
using the approachesmentionedin sectionV. However
we do not model the query mechanismsat paclet level
- we assumefull knowledge of the network for selecting
potential custody nodes. We chooseto do so because
we are more interestedin comparing the custody hop
selection policies per se. To make the parameteramore
realistic, we usethe Berkeley Mica motesas the basisfor
parametechoosing.The mappingbetweernMica motesand
simulationparameterss showvn in tablell.

B. Evaluation

We comparethe different metrics by consideringa
numberof parametersie performall experimentgor both
unicastandlimited ood querieshut sincethepolicieshave
very similar behaiors, we only presentthe resultsfor the
limited ood queries.

1) Delivery Time: The rst set of graphscompare
the different custodytransferpolicies with respectto the
delivery time of messageg¢Fig.3). We canclearly seethat
the AVG_DELAY policy expectedlyperformsbetterthanthe
other policies, thoughnone of themis able to deliver all
the messagewithin the ( x ed) simulation interval. Not
surprisingly the NEARESTand the FARTHEST policies
have the worst averagelateny. The FARTHEST policy
losesout becausét takesmoretime to completesuccessful
custody transfersover longer hops, while the NEAREST
policy undegoeslonger delays becauseof the larger of
numberof hopsthatit takes.

Fig. 3 (b) shavs the fraction of messageghat are
deliveredat the endof simulationtime for varying network
sizes. An interestingtrend that can be obsened is that
delivery ratios decreaseas the network size getslarger -
this is becauseof the congestionat the single basestation



sink and suggestghat the datageneratiorratesshouldbe
lower for reliable delivery.
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2) Hops per message Here we comparethe number
of hops neededfor messagedo reach the base-station
for each of the obsenred policies. Fig. 4 (a) plots the
averagenumberof custodyhopsneededor eachsuccessful
messageeceied at the base We seethatthe FARTHEST
policy minimizesthis criteria, although,aswe seein Fig. 3
(b), it sacri ces on the delivery ratio. As expectedthe
NEARESTpolicy maximizesthe numberof custodyhops
asis alwayschooseghe nodethatis closestto the source.
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Fig. 4. (a) Custodyhopsper message(b) Networks hopsper message

Fig. 4 (b) plots the averagenumberof network (not
custody)hopsneededor eachsuccessfumessageandwe
canobsenre that the NEARESTpolicy usesthe maximum
numberof network hopsfor delivering a message.

3) Enegy: In thesesetof experiments,we compare
the enepy ef ciency of differentpolicies.Fig. 5 (a) shavs
the averagenodeeneny level overtime for all the policies,
while Fig. 5 (b) shavs the standarddeviation of the node
enegy levelswith time. While we seethatthe FARTHEST
policy usesthe leastenepgy overall(sinceit hasto perform
fewer custodytransfersandthereforefewer writesto stable
storage),it hasfar worse delivery performance However
the ENERGYLEVEL policy is ableto equalizethe enegy
level differencesamongthe nodes.

C. Results

We can conclude from the above results that the
selectionpolicies basedon enegy are able to minimize

35000

FARTHEST
NN —
AVG DELAY v
ENERGY LEVEL

FARTHEST
NEAREST -

AVG DELAY -
ENERGY LEVEL
ENERGY CONS

10000 -

30000

25000 8000 -

20000 6000 -

15000
4000 -

ENERGY (UNITS)

10000

SDTANDARD DEVIATION

5000 2000 -

0 0
0 200 400 600 800 1000 1200 0
TIME (UNITS)

200 400 600 800 1000 1200
TIME (UNITS)

(@) (b)

Fig.5. (a)AverageNodeeneny level overtime(nodes=100)b) Standard
deviation of enepgy level with time(nodes=100)

the enegy usagevariation amongthe nodeswhile those
basedon delay are able to minimize latengy of message
delivery. All the policiesusepurely local informationand
the estimatesabout link qualities and node metrics are
updatedusing information from neighboringnodes.This
entailsthat, if thereis a systematicvariation in the link
qualities, these variations can be learned over time by
maintaining local estimatesthat are then aggreyated by
othernodes.

VII. CONCLUSION AND FUTURE WORK

We have implementedDTNLite, a custody transfer
basedreliabletransfermechanisnfor sensometworks that
facechallengedike low memoryresourceshigh mobility,
frequentdisconnectionand ak y nodesWe have discussed
someof the importantissuesin custodytransferandinves-
tigatedone of them, namelyqueryingand selectingof the
next bestcustodyhopin moredetail. The evaluationsshav
that our schemecan achieve reliability, while optimizing
for a particularobjective like enegy or delay usingpurely
local information. In the future, we intend to perform a
comparatie evaluationof our architecturerelying on the
custodytransfermechanismwith other proposedreliable
transferprotocols(sectionl).
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